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Isolation. tools. getPtrLocation. disable = “TRUE”
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BWE XS H 4K VMware ) — £ 1) 6,
HIX ST R AT B BT i 5 01 E I I A B 41T
A, — A X BB A B 2 5 0 T ARG B .

3 4iE

ASCE X VMware ENLIA 8. 0 4 7 iZ A 5T W
L B9 R AUATL 2 5 A T AR B o B2 (A T TR L IR AE o B &
ke I 1 AR JR B 5 ok S B9 SRS B L SR B T — 4 VMware
SR AL IR B A I 7 L B3R R VMware B2 AL
BEAT B ERE P 07 HO B RS R . T R UL A 8 A AR
AR A BRI 2 R AL R G A 5 D9 4R TH 1 e 5 2R L3 AR
MU RGN F RGO AZIINE. B % BOR T ER
TR AL B AS T 55 RS T A 5 R 19 2 A, o] i 5 R 9
PUIABEA B (122 2 2308 AR R L R G A B A& W,
B R IZYE K — N E BT,

2 2% SR

1] S5, ROma R IAL 05 5 9 BLLD]. sl i 7 RHEE K 2% ,2007.

[2] PETER FERRIE. Attacks on more virtual machine emulators[ J].
Symantec Advanced Threat Research,2007(4) ;126-129.

(3] Ao, 0, i B0 A A, 5. AR IR S50 I Oy VA F AL gk [T 0. /b Y
P LR BE,2012,33(8) . 1830-1835.

[4] SR EW,RUE. VMware J LA I SR BT [T, HLW AR
HHAR,2011, 7(11):2700-2702.

[5] ZEFEM. B, oKAME. KDL I B ARBF LT i H L% 4, 2009
(12).:1-3.

(6] FRBA: HE ANLAS I 55 Sk e R 7 [T ). M 2% 2 e R 5 R
2011(2).28-32.

[7] HAGEN FRITSCH. Analysis and detection of virtualization-based
rootkits[ D]. Technische Universit at Munchen,2008.

(T AE G 4 < A HE A9D

Research of the Anti-virtual Machine Environment Detection

Technology Based on VMware

Abstract : Because of its good user experience and convenience features, VMware virtual machine is widely used in building

cloud computing platform,analysising malicious code etc. So some malicious code specifically develop the capability of VM-

ware environment detection to find themselves whether to run in VMware virtual environments. By focusing on the virtual

machine environment detection technology used by malicious code in VMware, we analyze the advantages and disadvanta-

ges of this detection technology and proposed a antion-detection method for VMware. with this method we can escape the

detection of VMware environment, and enhance the accuracy of malicious code analysis based on VMware.
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